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Introduction

In this document is explained how generate SFTP SSH connection keys with PuTTY Key
Generator Software.

SSH Key Generation with PuTTY Key Generator

Firstly, we will open program puttygen.exe and select parameters SSH2 RSA (2048) or the
corresponding ones according to Form and we will click Generate button.

&P PuTTY Key Generator X
File Key Conyersions Help
Key
Please g some randomness by g the mouse over the blank area.
Actions
Generate a public/private key pair | Generate
Load an existing private key file { [.pi i
Save the generated key | Savepwbickey | | Saveprivatekey
Parameters
Type of key to generate:
SSH-1 (RSA) SSH-2 RSA SSH-2 DSA
Number of bits in a generated key: 2048

The program will generate a public key and another private (ppk) that we will have to save.

PuTTYgen Warning

. Are you sure you want to save this key
A without a passphrase to protect it?

s 1 N
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Private Key will be saved in the computer:

'Swepr'lvmkqos X
1 |5 » Esteequipo » Documentos v &  Buscar en Documentos »

Organizar » Nueva carpeta - @
Nombre: || v

Tipo: |PNETY. Privats Kay s Coel) 4

Public Key has to be sent to BME:

e Buswrbexcurgax Pl

E- @

| M Escritorio
S bl
|5 Documentos
= Imagenes
& Misica

Nombre: Nombre que pondremos a la clave publica

-

i

Nombre

Fecha de modifica.. Tipo

Ningun elemento coincide con el criteno de busqueda.

Tipo: [ Al Files (1)

e
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Conversion of keys in Putty format for use in Linux SFTP

In case of the pair of keys have been generated with PuttyGen it's necessary export public
key for use it in Linux SFTP following the next steps:

Execute Puttygen.exe:

& PuTTY Key Generator ? X
File Key Conyersions Help

Key
No key.

Actions

R —— -
Load an existing private key file Load

Save the generated key Save pubic key Save private key

Parameters

Type of key to generate:
() SSH-1(RSA) (@ SSH-2RSA (O SSH-2DSA

Number of bits in 2 generated key:

In Top Menu select File -> Load private key

P PUTTY Key Generator ? X
File Key Conversions Help
- Load private key
Save public key
Save private key
Exit
Actions
Gorete s b ot oy o]
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
SSH-1(RSA) (@ SSH-2RSA (O SSH-2DSA
Number of bits in 2 generated key:
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Select private key file (usually with extension .ppk)

Once private key is loaded, select in menu Conversions -> Export OpenSSH key.

&® PuTTY Key Generator ? X
File Key Conversions Help
Key Import key
Public ke ; - : ys file:
e Export OpenSSH key =
+QdvPA Export ssh.com key pA2sL SOtqwjAwmLBHCXHWghrspY
2qeBUn( /GyOXRax2ajgnDmJeCrQPC
+wvXm10LPeX400i/CrZPXdEt Va8dN5mGDimg 2 7idO 5 1b 1xP HQlail 92 2a10sqJzRpw
J8L0UucwGUSRar3MTCBUS3YI0COv/pRkM3al 1aMSezzvyUx/FwHuzc55f 11stiL863d v
Key fingemprint: [sshvsa 2048b:33.9c:39f5e5:4a b4 cabdeSbedefod3sd |
Key comment: lm«ey-ZDWlZl 3 ]
Keypassphrase: | |
Confim passphrase: [ ]
Actions
Generate a public/private key pair E
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
SSH-1(RSA) (®) SSH-2RSA () SSH-2DSA

Number of bits in a generated key:

Answer “Yes” to save public key without password.

PuTTYgen Warning

Are you sure you want to save this key
! without a passphrase to protect it?
I\ without a passphrase to protect it?

Si \ No

Specify output file name (don’t worry about file extension) and save.
That exported file is private key that has to be provided in SFTP Linux connection.
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If you want to check, exported file has to begin and end with labels (BEGIN RSA PRIVATE
KEY) and (END RSA PRIVATE KEY), and private key usually begins with letters (MIIE) as
follows:

MITEoQIBAAKRCAQEAYrcP+QdvPAzSqTOwWE
o AvmT. AHCXHWNahranY 2 aeRIThOaVPAN

qAC1DiOchuiOGXeTES51i5f8qls31+i¢
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